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Homeland Security Starts with Hometown Security 

Security starts here. 



 Soft targets/public gathering places are attractive targets for our 
adversaries  

 Americans congregate daily to work, play, shop, learn, celebrate, 
worship, and watch sports and entertainment at a variety of locations:  
• Concert halls and theatres 
• Restaurants and shopping malls 
• Parades and fairs 
• Houses of worship 
• Sports venues 

 Our adversaries may perceive locations like these as attractive targets 
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Presenter
Presentation Notes
Across the United States, Americans congregate daily in public spaces to work, shop, go to school, celebrate, worship, enjoy recreation, or cheer on their favorite sports team. However, as the terrorist attacks in Paris, France, and San Bernardino, California, revealed, public gatherings are vulnerable. Adversaries may perceive concert halls, theatres, restaurants, malls, parades, houses of worship, sports venues, and other public locations as attractive targets that may incur mass casualties, have substantial psychological impacts, and draw extensive media coverage.Photo: IPRS Large Outdoor Public Gatherings



Connect 

To establish relationships  

Visit dhs.gov/hometownsecurity to learn more 
about Federal resources like the DHS Protective 
Security Advisor program. Get to know local law 
enforcement and EMS. 
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 Reach Out & Develop Relationships 
• Local law enforcement and emergency management officials 
• Neighbors and community organizations 
• DHS Protective Security Advisor 
• FBI and Infragard: https://www.infragard.org/ 
• Customers and patrons 

Presenter
Presentation Notes
Develop relationships with local law enforcement and emergency management in your area. Invite them to tour your business.Introduce representatives of local law enforcement and community associations• Contact the local DHS Protective Security Advisor to get expert advice on physical security and assistance with planning, training, and cyber security. Explain what PSAs do.My contact info is on the last slide, and I brought plenty of business cards.• Connect with the Federal Bureau of Investigation’s Public Private Partnership Program InfraGard.Their website is www.infragard.net Introduce local coordinator and chapter president or representativesThe Homeland Security Information Network is the secure web portal DHS uses to share security information with public and private sector partners. Your PSA can help you request access.• Connect with your customers and let them know about the security measures you’re taking to ensure a positive experience and to maintain good relationships.

https://www.infragard.org/


Plan 

Keep employees & customers safe 2 

Stay aware of potential threats and hazards to your 
business, including your computer systems. 
Visit ready.gov/business to develop plans to 
ensure safety, security, and business continuity. 
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Presentation Notes
• Always be aware of current threats related to your geographic region or impacting your business sector. • Develop generalized plans, including security, emergency response, emergency communications, and business continuity plans, while considering the protection of your employees and customers, access control, closed-circuit television, signage, suspicious activity reporting, and parking security. • Evaluate your security requirements and design a monitoring, surveillance, and inspection program that is consistent with your business operations. • Develop evacuation and shelter in place plans, and ensure that multiple evacuation routes are clearly marked with appropriate signage and rallying points are available. • Develop and implement a security plan for computer and information systems hardware and software. • Engage local first responders (police, fire, medical) in all of the above efforts to ensure your efforts are in synergy with theirs. Photo: IPRS Emergency Medical Services



Train 

www.dhs.gov/ActiveShooter 

Online Training 
“Active Shooter, What You Can Do” 
(IS-907) 
• Available through the Federal 

Emergency Management Agency 
Emergency Management Institute:  

• http://training.fema.gov/EMIWeb/IS/I
S907.asp  

• 45 minutes 

Staff to deal with potential threats 3 

Teach employees to identify and report 
suspicious activity. 
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Presentation Notes
Now, let’s talk about some tools for your toolkits.  DHS has produced a simple guide, a break-room poster, and wallet-sized business cards that have the immediate actions to take in the event of an Active Shooter.  The Materials have been developed with input from the National Tactical Officers Association, Fairfax County Police, and our private sector partners, namely, the National Retail Federation.  How this product came to be reinforces a great point I’d like to make.  It’s not just a great product, but a great example of coordination – it was initiated by our partners (in this case, our Retail partners).  They came to us with the gap.  There was no program, no stop, drop and roll, for Active Shooter.  So every product that the CF SSA produces is in collaboration with our private sector partners - YOU.The next evolution of these materials was online, interactive training, which you can take at no-cost at the FEMA Emergency Management Institute’s Independent Study Program at the website listed: (IS-907) Active Shooter, What You Can Do .  It was released along with another great course (IS-906), Basic Workplace Security AwarenessThe IS-907 Active Shooter: What You Can Do course provides guidance on responding to an active shooter situation.  Upon course completion, individuals will be able to : Describe actions to take when confronted by an active shooter, Recognize potential workplace violence indicators, Describe actions to prevent and prepare for active shooter incidents, and Describe how to manage active shooter consequences.Great course, takes about 45 minutes to complete, and users who finish the course and pass a short “final exam” get a certificate.  There’s also a webinar on the topic on our Homeland Security Information Network (HSIN).  If you’re not already registered for HSIN, email me and we can set that up for you.  It’s how we share sensitive but UNCLAS info with our partners – lots of great info.

http://www.dhs.gov/ActiveShooter
http://training.fema.gov/EMIWeb/IS/IS907.asp
http://training.fema.gov/EMIWeb/IS/IS907.asp


Report 

If you see something suspicious 4 

Post details of what to watch for and how to report it. 
Join the “If You See Something, Say Something™” 
campaign at dhs.gov/see-something-say-something 
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Presentation Notes
What to ReportUnattended packages (e.g., backpacks, briefcases, boxes) that might contain explosives Taking pictures or video of infrequently used access points, security guards, or security equipment (e.g., perimeter fencing, security cameras, etc.)Wearing unseasonably bulky clothing that might conceal explosives or weaponsAttempting to gain unauthorized entry to restricted areasPresenting false or misusing insignia, documents, and/or identificationCommunicating a threat to a public gatheringHow to ReportFor emergencies in progress call 9-1-1Suspicious activity should be reported toLocal law enforcementRegional fusion centerLocal FBIFactors such as race, ethnicity, national origin, or religious affiliation alone is not suspicious. For that reason, the public should report only suspicious behavior and situations (e.g., an unattended backpack in a public place or someone trying to break into a restricted area) rather than beliefs, thoughts, ideas, expressions, associations, or speech unrelated to terrorism or other criminal activity.From DHS “If You See Something, Say Something TM” brief



Resources 

Protective Security Advisors proactively engage with government partners and the private sector to protect critical 
infrastructure. For more information or to contact your local PSA, e-mail NICC@hq.dhs.gov. 

The Ready Campaign provides help with planning for businesses at http://www.ready.gov/business. 

DHS Active Shooter resources are available at http://www.dhs.gov/active-shooter-preparedness. 

 “If You See Something, Say Something™” http://www.dhs.gov/see-something-say-something. 

Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI) information is available at https://nsi.ncirc.gov/. SAR training 
for private sector partners is located at https://nsi.ncirc.gov/hsptregistration/private_sector/. 

Counter-Improvised Explosive Device information and resources are available at www.dhs.gov/tripwire. 

InfraGard is a public-private partnership between the FBI and the private sector that represents individuals from businesses, 
academic institutions, State and local law enforcement, fire and EMS agencies, as well as other participants dedicated to sharing 
information, education, and intelligence. Please go to www.infragardmembers.org and https://www.infragard.org. 

Information on DHS cybersecurity programs is available at www.dhs.gov/cyber. To find out more about the Cybersecurity 
Awareness Campaign, go to http://www.dhs.gov/stopthinkconnect. For tips from the U.S. Computer Emergency Response Team, 
go to https://www.us-cert.gov/ncas/tips. 

mailto:NICC@hq.dhs.gov
http://www.ready.gov/business
http://www.dhs.gov/active-shooter-preparedness
http://www.dhs.gov/see-something-say-something
https://nsi.ncirc.gov/
https://nsi.ncirc.gov/hsptregistration/private_sector/
http://www.dhs.gov/tripwire
http://www.infragardmembers.org/
https://www.infragard.org/
http://www.dhs.gov/cyberC
http://www.dhs.gov/stopthinkconnect
https://www.us-cert.gov/ncas/tips


For more information, visit: 
www.dhs.gov/critical-infrastructure 
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